Western New England University
Written Information Security Program

1.0 Policy Statement

The Western New England University Written Information Security Program
(WISP) is intended as a set of comprehensive guidelines and policies designed to
safeguard all sensitive data maintained at the University, and to comply with
applicable laws and regulations on the protection of Personal Information, as that
term is defined below, found on records and in systems owned by the University.

2.0 Overview

The WISP was implemented to comply with regulations issued by the
Commonwealth of Massachusetts entitled “Standards For The Protection Of
Personal Information Of Residents Of The Commonwealth” (201 Code Mass.
Regs. 17.00) In accordance with federal and state laws and regulations, Western
New England University is required to take measures to safeguard personally
identifiable information, and to provide notice about security breaches of
protected information at the University to affected individuals and appropriate
state agencies.

In addition, Western New England University is committed to protecting the
confidentiality of all sensitive data that it maintains, including information about
individuals who work or study at the University. Western New England
University has implemented a number of policies to protect such information,
and the WISP should be read in conjunction with these policies that are cross-
referenced at the end of this document.

3.0 Purpose

The purposes of this document are to:

» Establish a comprehensive information security program for Western New
England University with policies designed to safeguard sensitive data that is
maintained by the University, in compliance with federal and state laws and
regulations;

» Establish employee responsibilities in safeguarding data according to its
classification level; and



» Establish administrative, technical and physical safeguards to ensure the
security of sensitive data.

4.0 Scope

This Program applies to all Western New England University employees, whether
full- or part-time, including faculty, administrative staff, union staff, contract and
temporary workers, hired consultants, interns, and student employees, as well as
to all other members of the Western New England University community
(hereafter referred to as the “Community”). The data covered by this Program
includes any information stored, accessed or collected at the University or for
University operations. The WISP is not intended to supersede any existing
Western New England University policy that contains more specific requirements
for safeguarding certain types of data, except in the case of Personal Information,
as defined below. If such policy exists and is in conflict with the requirements of
the WISP, the other policy takes precedence.






to such data. The data owners for each constituency group are designated as
follows:

e Faculty data -



Western New England University recognizes that it has both internal and
external risks to the privacy and integrity of University information. These risks
include, but are not limited to:

e Unauthorized access of Confidential data by someone other than the owner of
such data

e Compromised system security as a result of system access by an unauthorized
person

* Interception of data during transmission

e Loss of data integrity

* Physical loss of data in a disaster

e Errorsintroduced into the system

e Corruption of data or systems

e Unauthorized access of Confidential data by employees

e Unauthorized requests for Confidential data

e Unauthorized access through hard copy files or reports

e Unauthorized transfer of Confidential data through third parties

Western New England University recognizes that this may not be a complete list
of the risks associated with the protection of Confidential data. Since technology
growth is not static, new risks are created regularly. Accordingly, OIT will actively
participate and monitor advisory groups such as the Educause Security Institute,
the Internet2 Security Working Group and SANS for identification of new risks.
Western New England University believes the University’s current safeguards are
reasonable and, in light of current risk assessments made by OIT, are sufficient to
provide security and confidentiality to Confidential data maintained by the
University. Additionally, these safeguards protect against currently anticipated
threats or hazards to the integrity of such information.

5.3 Policies for Safeguarding Confidential Data

To protect Confidential data, the following policies and procedures have been
developed that relate to protection, access, storage, transportation, and
destruction of records, computer system safeguards, and training.

Access
* Only those employees or authorized third parties requiring access to
Confidential data in the regular course of their duties are granted access to
Confidential data, including both physical and electronic records.
e Computer and network access passwords are disabled upon termination of
employment or relationship with Western New England University.



* Upon termination of employment or relationship with Western New England
University, physical access to documents or other resources containing
Confidential data is immediately prevented.

Storage

 Members of the Community will not store Confidential data on laptops or on
other mobile devices (e.g., flash drives, smart phones, external hard
drives). In rare cases where it is necessary to transport Confidential



» Faculty/staff who need to retain these passport numbers for arranging travel
will store this data in spreadsheets that are saved on the University’s secure
Vault server.



The I1SO monitors and assesses information safeguards on an ongoing basis to
determine when enhancements are required. The University has implemented
the following to combat external risk and secure the University network and data
containing PI:

e Secure user authentication protocols

e Unique passwords are required for all user accounts; each employee receives
an individual user account.

e Server accounts are locked after multiple unsuccessful password attempts.

e Computer access passwords are disabled upon an employee’s termination.

e User passwords are stored in an encrypted format; root passwords are only
accessible by system administrators.



5.6 Reporting Attempted or Actual Breaches of Security

Any incident of possible or actual unauthorized access to or disclosure, misuse,
alteration, destruction, or other compromise of PI, or of a breach or attempted
breach of the information safeguards adopted under this Program, must be
reported immediately to the 1SO.

The 1SO is charged with the identification of all data security incidents where the
loss, theft, unauthorized access, or other exposure of sensitive University data is
suspected. The ISO reports any such incidents to the Chief Information Officer
(CI10). When the ISO confirms an incident involving sensitive information, the
ISO will alert the CIO. The CIO will contact the Chair of the Data Incident
Response Team -






